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(57)Abstract: 

PURPOSE: To improve operability and to secure highly 
efficient security by updating the registration of priority 
order from an external terminal equipment. 
CONSTITUTION: When a certification(CF) command is 
applied from the terminal equipment 10 t CF data are read 
out to a CF data area 22 in an ID card 20. Whether the 
read CF data coincide with the CF data inputted by a 
user to the terminal equipment 10 in accordance with 
the priority order indicated by order data in an order 
data area 23 or not is decided. The registration of the 
priority order is allowed to be updated from the external 
terminal equipment. Even if the collating procedure of 
the ID card is known by a third person, the card is not 
invalidly accessed by the third person by changing the 
priority order and its security can be improved. Since the 
ID card can be accessed by the same collating 
procedure until the priority order is changed, the 
operability can be improved. 
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3. Japanese Patent Application, Publication No.H03- 185586 

Lines between In. 10 of upper-right col, and In. 1 1 of lower-left col, on page 4 

The IC card 20 on receiving this general command from the terminal unit 10, first 
reviews a match flag (Step S8). If the flag-value is 1, indicating the verification 
command has been executed and an associated matching has resulted to confirm the 
"matched", the operation flow moves to Step S9. In Step S9, an assigned general 
command is executed. The process executed with this command may, for example, be 
of reading out some user data or entering a change into the user data. Then, in Step S 10, 
it is determined if the process has been properly executed and, on confirming it having 
been proper, the flow moves to Step SI 1, in which a proper-status indicator is set. 
Alternatively, if the flag-state is in 0, in Step S8, or if it is found in Step S10 that the 
process has not been executed properly, a error-status indicator is set in Step S12. As it 
has been described above, no command is executed in Step S9 until the verification 
command has been executed and the match flag value is set to 1. This implies that it is 
impossible for a user to access user data unless the user enters correct pieces of 
verification data in a correct priority order. 



Fig.l 



Start 

S 1 : Preparatory process 
S2: Command input 

If input is a verification command, move to S3 

If input is a general command, move to S8 

If input is a order change command, 

move to S13 
S3: Reads out pieces of verification data 
S4: Is match priority order correct, does 

data pieces match? 

If yes then move to S5. 

If no then move to S7 
S5: Set match flag value to 1 
S6: Indicate proper status and move to SI 8 
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S7; Indicate error status and move to SI 8 



SI 3: Decode encrypted data and 

move to S14 
S14: Rewrite order specifying data 

and move to SI 5 
SI 5: Is it OK to rewrite? 

If yes, move to S16 

If no, move to SI 17 
S16: Indicate proper status and 

move to S18 
SI 7: Indicate error status and 

move to SI 8 



S8: Match flag 

If it is set to 1 , move to S9 
If it is set to 0, move to S 12 
S9: Execute command 
S 1 0: Has the process executed 
properly? 

If yes, move to S 1 1 
If no, move to S12 
SI 1: Indicate proper status and 

move to SI 8 
S 1 2: Indicate error status and 
move to SI 8 



SI 8: Do you end the process? 
If yes, then End 
If no, move to S2 
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